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IN THE NEWS 

Employee steals customer 
credit cards - totaling 190 
fraudulent transactions. 

ȰȣÔÈÅ ÓÏÏÎÅÒ ÃÏÎÔÁÃÔ ÃÅÎÔÅÒ ÅØÅÃÕÔÉÖÅÓ ÁÃËÎÏ×ÌÅÄÇÅ ÔÈÁÔ ÔÈÅ ÔÈÒÅÁÔ ÏÆ 
ÉÄÅÎÔÉÔÙ ÔÈÅÆÔ ÅØÉÓÔÓ ÉÎ ÔÈÅ ÃÏÎÔÁÃÔ ÃÅÎÔÅÒ ÁÎÄ ÐÕÂÌÉÃÌÙ ÏÕÔÌÉÎÅ ÓÔÅÐÓ ÔÁËÅÎ 
ÔÏ ÍÉÎÉÍÉÚÅ ÔÈÁÔ ÔÈÒÅÁÔ ÔÏ  ÃÕÓÔÏÍÅÒÓȟ ÔÈÅ ÂÅÔÔÅÒ Ïǟ ÔÈÅ ÉÎÄÕÓÔÒÙ ×ÉÌÌ ÂÅȱȢ 

0ÁÕÌ 3ÔÏÃËÆÏÒÄȟ #ÈÉÅÆ !ÎÁÌÙÓÔȟ 3ÁÄÄÌÅÔÒÅÅ 2ÅÓÅÁÒÃÈ 

TECHNOLOGY 

    To meet your business needs your     

network needs some degree of protec-

tion from unauthorized access and 

accidental damage.  As people add 

more data to networks it is important to 

ensure all network technology is    

reviewed frequently and is meeting 

your data security needs. 

PROCESSES 

To determine how well your  computer 

network is protected and identify any 

potential vulnerabilities, it is imperative to 

understand  the current processes you 

have in place.  You need  more than a 

“cookie cut”  audit that most firms offer.  

At the CND Group, we specialize in   

customized services. We will audit your 

current processes, identify vulnerabilities 

and deliver  cybersecurity solutions  for 

your specific business.   
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Most businesses heavily invest in 
technology to protect the vulnerability 
of their computer network systems. 
 
But studies show that training staff on 
security protocol is highly inadequate; 
increasing the loss of data privacy, 
damaging company reputations and 
customer confidence, and putting 
businesses at risk for financial loss 
and non-compliance. 

!ÒÅ ÙÏÕÒ ÁÇÅÎÔÓ ÐÒÅÐÁÒÅÄ ÔÏ ÐÒÏÔÅÃÔ 
ÙÏÕÒ ÃÕÓÔÏÍÅÒÓȭ ÐÅÒÓÏÎÁÌ ÄÁÔÁȟ ÙÏÕÒ 
#2- ÄÁÔÁÂÁÓÅÓȟ ÙÏÕÒ ÍÏÂÉÌÉÔÙ          
ÄÅÖÉÃÅÓȟ ÙÏÕÒ ÅÎÔÉÒÅ ÎÅÔ×ÏÒËȩ 

PEOPLE 

Of those surveyed, 58% said their employer failed 

to provide adequate data  security  awareness and 

training, and 57% said their employer’s data    

protection policies were ineffective.  
 

Source: Trends in Insider Compliance with Data  
Security Policies: Employees Evade and Ignore Security   

The Ponemon Institute www.ponemon.org 

 

With increased access by employees of        

sensitive data coupled with the use of data   

retrieval resources such as downloading from 

websites, ordering through online services,  

mobile devices and shared password accounts,  

the need to ensure your staff is fully aware of 

your security policies and properly trained to 

protect your business and client data, is even 

more critical today than ever.   
 

The CND Group specializes in staff trainingð

the most critical element in cybersecurity     

protection.  Investing in employee education 

and awareness  will result in staff who care 

about data privacy and security. 

We offer a comprehensive service 

aimed at assessing your network   

security technology to ensure you 

have the best cost-effective security 

options at your disposal.  Utilizing 

technology is 50% of your defense, the 

rest is ensuring your people are the 

cybersecurity solution! 

Our professional consulting services help 

reduce risk to critical business assets  and 

processes with comprehensive   vulnerabil-

ity assessments, security policy analysis 

and review, and training. 

 

These proven consulting methods are 

based on industry security best practices to 

help organizations achieve security      

milestones, prepare and meet regulatory 

compliance, enable business continuity and 

reduce overall risk by first identifying and 

assessing it. 

 

Together we can balance your security risk, 

optimize your business operations, and 

evolve your staff into your cyber  defense 

experts. 

 

LEARN MORE ABOUT OUR SERVICES 

please visit www.thecndgroup.com 

Reference:  http://datalossdb.org/incidents/2489-employee-steals-customers-credit-cards-details-to-commit-fraud 
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